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Attack and Countermeasure on Interlock-Based
Device Pairing Schemes

Yongdong Wu , Binbin Chen, Zhigang Zhao, and Yao Cheng

Abstract— In recent years, researchers have proposed several
secure device pairing schemes that allow mobile devices in close
proximity to establish a trusted communication channel between
them without sharing any secret in advance. These schemes
use the correlation of some physical measurements (magnetic
field, acceleration, etc.,) made independently by the two pairing
devices to reconcile them. Their security against a Man-in-the-
Middle (MitM) attacker relies on the difficulty for the MitM
attacker to obtain a measurement data similar to the two pairing
devices. As a key step in the reconciliation process, an interlock
protocol is used in several recent schemes (e.g., Magpairing
and ShaVe) to ensure that the measurement data is not leaked.
However, the present paper points out that these schemes apply
the interlock protocol improperly, making themselves vulnerable
to MitM attacks. The analysis and experimental results show that
the proposed MitM attack almost surely succeeds with very low
computation overhead. We also propose countermeasures on the
presented attack.

Index Terms— Device pairing, interlock protocol, cipher
operation mode, one-way function.

I. INTRODUCTION

W ITH the advance of information and communica-
tion technologies, an increasing number of applica-

tions (e.g., mobile social network, mobile payment) are built
upon the basis that two wireless devices in close proximity can
securely communicate with each other. Some form of device
pairing scheme is required to achieve such secure communica-
tion. One well-known example is the bluetooth pairing scheme
which requires a user to manually input Personal Identification
Number (PIN) into the bluetooth devices. However, such a
manual approach could be inconvenient to use, especially
under the input/output constraints on a mobile device.
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In recent years, several novel proximity-based device pair-
ing schemes have been developed. In these schemes, the gen-
uine users are close to each other and the attacker is further
away from them. Such a “near” authentication scenario is
different from that of a “remote” authentication scenario,
which will need to rely on some pre-established trusted
information such as password or PIN, or even multi-factor
authentication methods [1]. Instead, the security of these
“near” authentication schemes depends on the assumption
that the similar physical measurements made by the two
nearby devices can serve as a source of secret between
them. To achieve “near” authentication, the proximity-based
device pairing schemes use different trusted auxiliary channels,
such as audio-visual signal [2]–[6], correlated human behav-
ior [7]–[9], shared vibration/acceleration [10]–[13], wireless
signal strength [14]–[24], and body area network [25]–[27].
For a comprehensive survey, please refer to [28].

Proximity-based device pairing schemes include two main
steps: a sampling step for the two devices to collect mea-
surements at some auxiliary channels independently, and a
reconciling step for them to reconcile their measurements
to establish a shared key. For the sampling step, since
the measurements are made by each device’s local sensor
(e.g., magnetometer, and vibrator) independently, some
schemes introduce additional pre-processing logics to pre-
pare the raw data so that the measurements obtained from
the two devices can be better correlated. Even with such
pre-processing, some measurement discrepancies between the
devices inevitably exist, due to the difference in the auxiliary
channels, the sensors, the measurement noise, the quantization
errors, etc. Hence, the reconciling step needs to be able
to let the devices agree on a shared key despite of such
discrepancies.

In this paper, we focus on the reconciling step. Unlike
the sampling step which varies across different proposed
schemes (in regard of the auxiliary channels, the sensors,
and the pre-processing techniques), the reconciling step can
be a generic one that works for different schemes. There
are different ways to design this step. One naïve method
is that the devices exchange their measurements in cleart-
ext and calculate the similarity or correlation value directly.
Obviously, this straightforward method is vulnerable to Man-
in-the-Middle (MitM) attack and hence is unable to generate
a secure key between the devices. To enhance its security,
some schemes [29], [30] exchange the measurement indexes
such as sampling timestamp. The indexes are selected only
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if the indexed measurements incur low discrepancy among
devices’ measurements. As a cost of security enhancement
over the naïve scheme, the index-sharing scheme may incur
pairing errors. To reduce the error rate, some schemes
(e.g., [31]–[33]) adopt Error Correcting Code (ECC) to encode
the measurements or features extracted from the measure-
ments into codewords and exchange the parity bits of the
codewords in cleartext, incurring some information leakage.
Afterwards, the recovered codeword can be used in Password-
Authenticated Key Exchange (PAKE) protocol [34] so as to
build a strongly secure channel. Alternatively, fuzzy com-
mitment/extractor schemes (e.g., [35]–[38]) replace Euclidean
distance with Hamming distance in calculating the mea-
surement similarity. To this end, they convert the Euclidean
measurements into a binary feature sequence, incurring some
measurement information loss.

In order to avoid information leakage and loss in the
reconciling step, some pairing schemes (e.g., Magparing [39]
and ShaVe [40], [41]) adopt a one-round key agreement
protocol (e.g., Diffie-Hellman protocol [42]) and a two-round
interlock protocol [43] to securely exchange measurements.
If and only if the similarity of measurements is higher than
a predefined threshold, the two devices conclude that there
is no MitM attack and their agreed key is authenticated.
Here the interlock protocol serves the critical role to expose
a potential MitM attacker who compromises the anonymous
key agreement protocol. Roughly speaking, in the interlock
protocol, the two parties encrypt their messages using each
other’s key, then send only the first half of their encrypted
messages to each other. Only after they receive each other’s
first message, they then send the second half of their encrypted
messages. The interlock protocol works because one cannot
decrypt an encrypted message by looking at its first half
only. Thus, the MitM attacker will not be able to decrypt the
first half-message and re-encrypt it using an unauthenticated
key. If the attacker waits for the second half of a message,
it is already too late to change the first half of the message.
We call device pairing schemes that use interlock protocol in
its reconciling step interlock-based device pairing schemes.

This paper points out a security flaw of such interlock-based
device paring schemes. The identified security flaw allows
an attacker to launch a successful MitM attack by changing
the traffic. Specifically, the attacker can create manipulated
measurement data that is highly correlated with the genuine
device measurement. Hence, the devices will wrongly con-
clude that no attack exists. Using the same setting from the
Magpairing paper [39], the analysis and experiments show
that the attack almost surely succeeds to impersonate the
communication parties while incurring very low computation
overhead. In addition, this paper points out that the root cause
of this security flaw is due to the violation of the one-wayness
assumption made by the original security analysis in these
schemes. Based on this, this flaw is fixed by properly ensuring
the one-wayness in the schemes.

The remainder of this paper is organized as follows.
Section II uses Magpairing as an example to introduce the
interlock-based device pairing schemes and the threat model.
Section III presents the new MitM attack that succeeds by

Fig. 1. Schema of Magpairing scheme [39], where p is a large prime, g
is a generator of finite field Gp , H(·) is a one-way function, x ⊕ y is the
exclusive-or of string x and y, and x|y is the concatenation of string x and y,
cA = cA1 |cA2 , and h A = h A1|h A2.

exploiting the security flaw in the interlock-based device
pairing schemes, and discusses the countermeasures for the
new attack. Section IV evaluates the success probability and
overhead for the new attacks. Finally, conclusion is drawn
in Section V.

II. INTERLOCK-BASED DEVICE PAIRING SCHEMES

The flaw revealed in this work exists in a general form
of interlock-based device paring schemes that can be based
on different types of physical measurements (e.g., vibration,
wireless signal, magnetic signal, etc.), hence the revealed
security flaw can have a broad impact. This section introduces
the Magpairing scheme [39] as a concrete example to describe
the revealed flaw. Other schemes, e.g., the widely-cited ShaVe
scheme [40], [41] and those adopt its design (e.g., [44]–[46])
are all subject to the same flaw.

A. Magpairing Scheme

In order to securely exchange information between two
smartphones in close proximity that do not share any
pre-established secret key in advance, the pairing scheme
Magpairing [39] enables the smartphones to share an authen-
ticated key by utilizing their similar magnetic field measure-
ments which form a data array.

With reference to Fig.1, Magpairing scheme has three steps.
The first step is the standard Diffie-Hellman key exchange
protocol which creates unauthenticated keys (K A and K B)
between the communication parties Alice and Bob. In order
to ensure the authenticity of the communication channel,
smartphones of both Alice and Bob sample the magnetic fields
and carry on a pre-processing step 1 to transform the magnetic
field readings into measurement data dA and dB .

The second step is to exchange the magnetic field mea-
surements with the interlock protocol [43]. Specifically, Alice

1For simplicity, we ignore the pre-processing step which is out of the scope
of the present paper. We refer readers to the original paper [39] for details of
this step.
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chooses a random Initialization Vector (IV) h A, and encrypts
the magnetic field measurements dA into ciphertext

cA = E(K A, dA ⊕ h A) (1)

where E(·) is a block encryption function in Cipher Block
Chaining (CBC) operation mode,2 and x ⊕ y is the exclusive-
or operator between x and y. Then Alice sends a message A1
including cA1 (the first half of ciphertext cA) and h A1 (the first
half of IV h A) to Bob. Similarly, Bob creates an IV h B and
a ciphertext cB . After receiving the message A1, Bob sends
message B1 including the first halves of cB and h B to Alice.
Afterwards, both Alice and Bob exchange the second halves
of the ciphertexts and IVs.

The last step is to verify the similarity of magnetic field
measurements. After assembling the ciphertext cA = cA1|cA2
and IV h A = h A1|h A2, Bob will recover the measurement

d̃A = D(K B , cA) ⊕ h A (2)

where D(·) is the block decryption algorithm corresponding
to the encryption algorithm E(·). Then Bob makes a decision
based on a policy: if the Pearson’s correlation value

rB = corr(d̃A, dB) > r0 (3)

the decryption key K B in Eq.(2) is equal to the encryption key
K A in Eq.(1), where r0 is the predefined threshold. Similarly,
Alice recovers Bob’s measurement

d̃B = D(K A, cB) ⊕ h B (4)

and then determines whether K A = K B by checking the
correlation value

rA = corr(d̃B, dA) > r0 (5)

B. MitM Implementation in Near Authentication

In an MitM attack, adversary Eve is able to easily snif-
fer/manipulate traffic and impersonate genuine users Alice
and Bob by sitting between them. Hence most security pro-
tocols are required to be resilient to MitM attack. In the
“near” authentication schemes, Eve is challenged in starting
an MitM attack because he is further away from Alice and
Bob. Nonetheless, Eve is still able to “sit” between them in
several ways if Alice and Bob communicate with each other
via wireless channels. For examples,

(1) If Alice and Bob communicate with each other via
an access point, Eve can compromise the access
point, or fake an access point so as to stay in the middle
of them.

(2) If Alice and Bob have multiple communication channels,
Eve can communicate with them via different channels.
For instance, WiFi (IEEE 802.11 b/g) supports three inde-
pendent channels (channel 1, channel 6, and channel 11).
Eve (impersonating Bob) can communicate with Alice on

2Strictly speaking, Eq.(1) and Eq.(2) are valid for the first ciphertext block
only as the “IV” will be changed for all the other blocks in CBC mode. For the
sake of exposition, the present paper adopts the same formula as Magpairing
for encryption/decryption.

channel 1, and at the same time he (impersonating Alice)
can communicate with Bob with channel 6.

(3) Even when there is only one single, well-specified
direct communication channel between Alice and Bob,
the attack scenario can still be carried out in the following
way with some assumption about Eve’s capability. Specif-
ically, assume Alice sends a message mx to Bob, and
Alice’s wireless signal received by Bob is x . At the same
time, Eve sends another message my to Bob, and Eve’s
wireless signal received by Bob is y. The total wireless
signal received by Bob is z = x + y. If the energy of y is
significantly higher than that of x (e.g., because Eve uses
an emitter of higher transmission power and/or uses a
directional antenna to concentrate its transmission power
to Bob), Bob may obtain Eve’s message my after the
decoding. At the same time, although Eve also receives
the combined signal from Alice and himself, since he
knows his own signal, he can remove that to recover
Alice’s signal. Hence, Eve is still able to obtain Alice’s
message mx . As a result, Bob obtains the message my

from Eve and Eve obtains the message mx from Alice.
That is to say, Eve logically “sits” between Alice and Bob.

C. Prior MitM Attacks to Interlock Protocol

As a generic and powerful building block, the security of
interlock protocols have been studied previously, in particular,
by [47] and [48].

Bellovin and Merritt [47] presented an attack that will
allow an MitM attacker to access sensitive (and invariant)
information such as password if the genuine users/devices do
not run the interlock protocol in parallel. For pairing scheme
like Magpairing, interlock protocol is used to deliver time-
variant private measurements. Hence, the access to information
exchanged by interlock protocol itself does not constitute an
effective attack, especially for the continuous authentication
applications of device pairing schemes.

Ellison [48] discussed a dictionary attack to interlock pro-
tocol if the messages being exchanged have low entropy.
In addition, Ellison also proposed a bit-by-bit message
exchange protocol that can handle low-entropy messages in
a more secure manner. For pairing schemes like Magpairing,
the entropy of the physical measurements can be high enough
to foil the dictionary attack. Also, the bit-by-bit countermea-
sure may be incur excessive communication overhead and
delay for pairing schemes.

D. Security of Magpairing Scheme Under MitM Attack

In the Magpairing scheme, the adversary Eve is assumed
to be able to eavesdrop, change, delay, replay, inject and
block any message in the communication channel, but unable
to crack the devices and the crypto-algorithms. In addition,
Magpairing assumes that Eve is far away from Alice (and Bob)
such that Eve’s measurement dE has low correlation with
any of Alice’s measurement dA and Bob’s measurement dB .
Mathematically, Magpairing assumes that the Pearson’s cor-
relation values between the original measurements of the



748 IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 13, NO. 3, MARCH 2018

Fig. 2. MitM attack on Magpairing scheme [39]. The messages in the shadow boxes are faked by the attacker.

three parties satisfy:
⎧
⎪⎨

⎪⎩

rAB = corr(dA, dB) > r0

rE A = corr(dE , dA) < r0

rE B = corr(dE , dB) < r0

(6)

That is to say, before the interlock protocol starts, Eve is
unable to create any ciphertext such that Eq.(3) or Eq.(5) holds.

According to the security analysis in [39], Eve cannot create
a new ciphertext cE (cE �= cA and cE �= cB ) before receiving
messages A2 and B2 in Fig.1 to make either Eq.(3) or Eq.(5)
hold. Hence, Magpairing claims to be secure against MitM
attack. In other words, if an MitM attack is launched, Magpair-
ing claims that the correlation values between the recovered
measurements and the original measurements satisfy:

{
rA = corr(d̃B, dA) < r0

rB = corr(d̃A, dB) < r0
(7)

In reality, it is not surprising that some security protocols
as even “provably secure” protocols may be broken [49].
Unfortunately, the above claim in Eq. (7) is not true under
an MitM attack as Magpairing does not analyze the attack
activities after Eve receives messages A2 and B2. Indeed,
as we will present in the following, the interlock protocol
does not guarantee the one-wayness of Eq.(2). In other words,
by choosing a d̃A which is correlated to dB , Eve is able to
select a tuple (K B , c̃A, h̃ A) such that Eq.(2) holds. Similarly,
Eq.(4) is not one-way either. Section III will elaborate how
Eve exploits this flaw to invalidate Eq.(7).

III. AN ATTACK ON INTERLOCK-BASED DEVICE PAIRING

SCHEME AND COUNTERMEASURES

According to the decision policy in step 3 of Magpairing
scheme, if the recovered peer’s magnetic measurement is
highly correlated with the local measurement, the device will
regard the negotiated key to be authenticated. Hence, an

attacker’s goal is to fake traffics to produce the high correlation
value. Fig.2 illustrates how to realize the target, including
the well-known attack on Diffle-Hellman key exchange pro-
tocol (see Subsection III-A) and tampering with the traffic in
interlock protocol (see Subsections III-B and III-C).

A. MitM Attack on Diffie-Hellman Key Exchange Protocol

It is well-known that Diffle-Hellman key agreement protocol
is not authenticated and vulnerable to MitM attack. This
classic attack is illustrated in the step 1 of Fig.2, where the
adversary Eve separately runs Diffle-Hellman key agreement
protocol with Alice and Bob in the attack. After the attack is
completed, Alice has a secret K A, Bob has a secret K B and
Eve has both K A and K B . But K A = K B with a negligible
probability.

As assumed in the original Magpairing scheme [39]
(see details in Subsection II-D), when Eve merely
encrypts/decrypts the intercepted traffic with K A and/or K B ,
the legal participants are able to detect the conventional MitM
attack on Diffie-Hellman protocol with Eq.(7). However,
as we will present in the following two subsections, the design
of device-pairing schemes actually allows Eve to manipulate
the second halves of the encrypted messages in a way that
the tampered messages can violate Eq.(7) hence cause an
effective attack. We will first present the MitM attack in the
simpler case with a single block, then extend the attack to the
case with multiple blocks and show that it remains almost as
effective as the single block case.

B. MitM Attack for a Single-Block Case

When the measurement is short, the encryption/decryption
process is simple. In this case, the size of ciphertext cA

(or cB ) is the cipher blocksize n (e.g., n = 128 for AES).
This Subsection will elaborate the manipulation method on a
single-block case.
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Fig. 3. Attacked data flow in CBC mode for one-block measurement, where
the white blocks are intact, the solid gray blocks are intentionally manipulated,
and the rest of the blocks are unintentionally changed.

1) Attack Method: With reference to Fig.2, the Interlock
protocol consists of two rounds. In the first round, Alice
and Bob exchange their first halves of ciphertexts and IVs:
A1 = cA1|h A1 and B1 = cB1|h B1. The attacker Eve merely
stores and forwards the messages A1 and B1. But in the second
round, the attacker will intercept the traffic and then replace
them with faked ones, as shown in Fig.3. Specifically,3

• Step 1 (Recovering Measurements): After intercepting
the message A2 = cA2|h A2 sent from Alice to Bob,
Eve forms cA = cA1|cA2 and h A = h A1|h A2, and then
recovers dA = D(K A, cA) ⊕ h A. Similarly, Eve forms
cB , h B and then recovers dB = D(K B , cB) ⊕ h B .

• Step 2 (Crafting the Second Half Message): Eve chooses a
n
2 -bit random number c̃A2, forms a faked ciphertext block
c̃A = cA1|c̃A2, and calculates

h̃ A1|h̃ A2 = D(K B , c̃A) ⊕ dB (8)

where h̃ A1 and h̃ A2 are of the same size n/2.
• Step 3 (Checking Similarity): Eve forms a faked cipher-

text block c̃A = cA1|c̃A2 and faked IV h̃ A = h A1|h̃ A2.
Then according to Eq.(2), Eve mimics Bob’s behavior to
recover Alice’s magnetic field measurements

d̃A = D(K B , c̃A) ⊕ h̃ A (9)

and then computes Pearson’s correlation value

rB = corr(d̃A, dB) (10)

If rB < r0, Eve repeats step 2: Crafting the second half
message.

3For ease of exposition, we assume that the order to send A2 or B2 is not
restricted in the following. However, if A2 must be sent ahead of B2, dB in
Eq.(8) is approximated with dA , otherwise, if B2 must be sent ahead of A2,
dA in Eq.(11) is approximated with dB .

• Step 4 (Faking Traffic): Eve sends the faked message
Ã2 = c̃A2|h̃ A2 to Bob.

Eve is able to impersonate Bob to cheat Alice in the same
way except Eq.(8) is replaced with

h̃ B1|h̃ B2 = D(K A, cB1|c̃B2) ⊕ dA (11)

Afterwards, Alice and Bob will continue the pairing process
with the faked messages Ã2 and B̃2 till the completion of
the pairing protocol. Nonetheless, even if they protect their
communication channel with the generate keys K A and K B ,
Eve is able to intercept and decrypt the traffic.

Intuitively, the present attack works with a high proba-
bility because given any randomly chosen c̃A2, by crafting
a companion h̃ A2 based on Eq.(8), the attack ensures that
the recovered second-half measurement, i.e., d̃A2, will be a
perfectly-matching one that the receiver is expecting. Although
the first-half of the measurement will look like random value
to the receiver, the combination of a perfect second half and a
random first half will result in a high chance that the combined
message will pass the overall correlation threshold checking.
Also, note that Eve performs step 2 and step 3 above in a
purely offline manner, and will only continue to the interlock
session (in step 4) after it generates a good faked message.
Hence, from Alice and Bob’s point of view, they are unaware
of the multiple retries that may happen in step 2 and step 3.

2) Analysis on Attack Probability: Rewriting Eq.(8) as

D(K B , c̃A) = dB ⊕ (h̃ A1|h̃ A2) (12)

with reference to Eq.(2), Eve mimics Bob’s behavior to recover
Alice’s magnetic field measurements as

d̃A = D(K B , c̃A) ⊕ h̃ A

= dB ⊕ (h̃ A1|h̃ A2) ⊕ (h A1|h̃ A2)

= dB ⊕ ((h̃ A1 ⊕ h A1)|0) (13)

Denote the recovered data d̃A = d̃A1|d̃A2 and Bob’s measure-
ment dB = dB1|dB2, where the size of d̃A1, d̃A2, dB1 and dB2
are 0.5n. Then rewrite Eq.(13) into two parts as

d̃A1 = dB1 ⊕ (h̃ A1 ⊕ h A1) (14)

and

d̃A2 = dB2 ⊕ 0 = dB2 (15)

Eq.(15) shows that the second half of the recovered data d̃A is
identical to that of Bob’s measurement.4 That is to say, given
that the second half of d̃A is equal to the second half of dB ,
Eve is able to find a tuple (K B , cA1|c̃A2, h A1|h̃ A2) such that
Eq.(2) holds, i.e., one-wayness is violated.

Fig.4 is a screenshot taken from our proof-of-concept imple-
mentation (more details in Section IV) of the above attack
process. As shown in the top-left boxes, the first half of
faked ciphertext (and faked IV) is the same as that of true
ciphertext (true IV respectively). But with the faked second

4In the Magpairing scheme, the message is appended with user’s identity
which is not always possible to be verified, e.g., in an ad-hoc environ-
ment, or non-direct communication channel. Moreover, even if it is possible to
check identity, the protection is also very weak as the short identity verification
is vulnerable to brute force attack.
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Fig. 4. The original data and faked data, where there is only one ciphertext
block.

halves, the measurement recovered from the faked data has the
same second half as true data (right bottom box). That is to
say, the faked data is correlated with the genuine measurement.

Assume the mean of d̃A and dB are 0 as Pearson’s cor-
relation value is translation-invariant and scale-invariant, the
Pearson’s correlation value

rB = corr(d̃A, dB) = d̃A1 · dB1 + d̃A2 · dB2

‖ d̃A ‖ · ‖ dB ‖
= d̃A1 · dB1+ ‖ dB2 ‖2

‖ d̃A ‖ · ‖ dB ‖
= d̃A1 · dB1

‖ d̃A ‖ · ‖ dB ‖ + ‖ dB2 ‖2

‖ d̃A ‖ · ‖ dB ‖ = V + U (16)

where x · y is the inner product of x and y, ‖ x ‖= √
x · x ,

V and U are the first item and second item of Eq.(16)
respectively. As d̃A1 and dB1 are independent, the expected
value E(V ) = 0. Suppose ‖ d̃A ‖≈‖ dB ‖ and their elements
are identically and independently distributed, the expected
value E(U) = 0.5. Thus E(rB) = E(U +V ) = 0.5. Similarly,
E(rA) = 0.5.

Example 1: Assume each element of the measurement is
uniformly distributed over bipolar 5 set {−1, 1}. Then

rB = d̃A1 · dB1

‖ d̃A ‖ · ‖ dB ‖ + ‖ dB2 ‖2

‖ d̃A ‖ · ‖ dB ‖
= d̃A1 · dB1

n
+ 0.5n

n

= v1 + v2 + · · · + v0.5n

n
+ 0.5 (17)

Suppose the AES cipher is used and the length of ciphertext
is n = 128 bits, then

rB = v1 + v2 + · · · + v64

128
+ 0.5 (18)

where vi (i = 1, 2, . . . , 64), the product of the i th element
of d̃A1 and dB1, is uniformly and independently distributed

5The example message can be extended to bipolar array {a0, a1} for any real
number a0 and a1 as Pearson’s correlation value is transit and scale invariant.

over {−1, 1}. Hence, for any random variable vi , its mean is 0
and variance is σ 2

0 = (−1)2 × 0.5 + 12 × 0.5 = 1. According
to central limit theorem,

V = v1 + v2 + · · · + v64

128
(19)

is approximately a normal distribution N (0, σ 2), where the
variance σ 2 = σ 2

0 /256 = 1/256. Therefore, the random vari-
able rB roughly follows a normal distribution N (0.5, 1/256).
That is to say, the attack success probability

p1 = P(rB > r0 = 0.5) ≈ 0.5 (20)

if Eve randomly chooses c̃A2 once. Moreover, if Eve tries
random c̃A2 for t times, the attack succeeds with a probability

Pt = 1 − (1 − p1)
t ≈ 1 − 0.5t (21)

because the attacker wins as long as she has one trial that
makes rB > 0.5.

Therefore, an adversary is able to successfully impersonate
the participants with a high probability by simply trying
different c̃A2 for a small number of times.

C. Extended MitM Attack for a Multiple-Block Case

The attack shown in Subsection III-B is viable because
the second half of the IV can be arbitrarily selected by the
adversary. Nonetheless, as IV is only applicable to the first
n bits of the message, the success probability of the attack
presented in Subsection III-B decreases with the number of
the ciphertext blocks. For the ciphertext with multiple blocks,
Eve has to extend the above attack.

1) Extended Attack Method: In the extended scheme,
the MitM attack to Diffie-Hellman protocol is the same as
those elaborated in Subsection III-A, and the first round of the
interlock protocol of Magpairing is intact. However, after inter-
cepting the second halves of all ciphertexts (i.e., A2 and B2),
Eve will launch the attack as shown in Fig.5. Specifically,

• Step 1 (Recovering Measurements): Eve recovers the
original magnetic field measurements dA and dB , this is
similar to the single block case in Subsection III-B.

• Step 2 (Crafting the Second-Half Message): Suppose
there are l ciphertext blocks. Eve starts with the last block,
chooses a random n

2 -bit c̃l A2, forms a faked cipher block
c̃l A = cl A1|c̃l A2, and calculates

h̃l A1|h̃l A2 = D(K B , c̃l A) ⊕ dl B (22)

Under the CBC mode, h̃l A2 comes from the ciphertext
of its previous block, i.e., c̃ j A2, where j = l − 1. Hence,
when Eve tries to manipulate the decoded measurement of
the lth block, she needs to make change to the ciphertext
of the previous block as well.
Now let us look at the block j = l − 1. To manipulate
the value for the decode measurement from the j th block,
Eve calculates

h̃ j A1|h̃ j A2 = D(K B , c̃ j A) ⊕ d j B (23)

and sets the second half of the ciphertext of its previous
block c̃i A2 = h̃ j A2, where i = j − 1.



WU et al.: ATTACK AND COUNTERMEASURE ON INTERLOCK-BASED DEVICE PAIRING SCHEMES 751

Fig. 5. Attacked data flow in CBC mode, where the white blocks (e.g., c j A1) are intact, the solid gray blocks (e.g., c̃ j A2, and d̃ j A2) are intentionally
manipulated, and the rest of blocks (e.g., d̃ j A1) are unintentionally changed.

TABLE I

FAKED HALF-BLOCKS OF Ã2

Eve repeats the same message crafting process for the
remaining blocks, one at a time, from block j − 1, block
j − 2, to the first block. Note that, for the first block,
h̃1A2 is the second half of the IV. Hence, we also denote
it by h̃ A2.

• Step 3 (Checking Similarity): Eve forms h̃ A = h A1|h̃ A2,
and ciphertext c̃A = c̃1A|c̃2A| · · · |c̃l A , where the faked
ciphertext block c̃ j A = c j A1|c̃ j A2, j = 1, 2, . . . , l. Then
according to Eq.(2), Eve mimics Bob to recover Alice’s
magnetic field measurements as

d̃A = D(K B , c̃A ⊕ h̃ A) (24)

and calculates Pearson’s correlation value

rB = corr(d̃A, dB) (25)

If rB < r0, Eve repeats the attack from step 2.
• Step 4 (Faking Traffic): As summarized in the second

column of Table I, the faked traffic is

Ã2 = c̃1A2|c̃2A2| · · · |c̃l A2|h̃ A2 (26)

and will be sent to Bob.

Similarly, Eve will manipulate traffic B2 sent from
Bob to Alice. Alice and Bob will continue the rest steps of
Magpairing after they receive the manipulated traffic.

Fig. 6. The original data and faked counterparts, where the number of
ciphertext blocks is 2.

2) Analysis on Attack Probability: Denote Bob’s j th mea-
surement block as d j B = d j B1|d j B2, and the recovered
plaintext block as d̃ j A = d̃ j A1|d̃ j A2, where the length of
d j B1, d̃ j A1, d j B2 and d̃ j A2 are n/2. Therefore, with reference
to Eq.(14),

d̃ j A1 = d j B1 ⊕ (h̃ j A1 ⊕ h j A1) (27)

Meanwhile, similar to Eq.(15), we have

d̃ j A2 = d j B2 ⊕ 0 = d j B2 (28)

Similar to Fig.4, Fig.6 is a screenshot of our attack process,
where the ciphertext has two blocks. As shown in the left-top
boxes, the first half of the faked ciphertext (and the faked IV)
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is the same as that of the true ciphertext (and the true IV
respectively). But with the faked second half of the ciphertext,
the recovered faked data has the same second half as the
true data (right bottom box) such that the overall recovered
measurement is highly correlated with his own measurement.

Without loss of generality, assume the mean of d̃A and dB

are 0. Then Bob calculates Pearson’s correlation value as

rB = corr(d̃A, dB) =
∑l

j=1(d̃ j A1 · d j B1 + d̃ j A2 · d j B2)

‖ d̃A ‖ · ‖ dB ‖
=

∑l
j=1(d̃ j A1 · d j B1)

‖ d̃A ‖ · ‖ dB ‖ +
∑l

j=1 ‖ d j B2 ‖2

‖ d̃A ‖ · ‖ dB ‖ = V +U (29)

where V and U are the first item and second item of Eq.(29)
respectively. If all the elements in dB are identically and
independently distributed, E(U) = 0.50, and E(V ) = 0. Thus,
E(rB) = 0.50. Similarly, E(rB) = 0.50 too.

Example 2: With the same assumption as example 1, each
element of the measurement is uniformly distributed over
{−1, 1}, the length of one ciphertext block is n = 128. Then

U =
∑l

j=1 ‖ d j B2 ‖2

128l
= 0.50 (30)

V =
∑l

j=1(d̃ j A1 · d j B1)

‖ d̃A ‖ · ‖ dB ‖
= v1 + v2 + · · · + v64l

128l
(31)

where all vi are uniformly and independently distributed over
{−1, 1}. According to central limit theorem, random variable
V approximately follows a normal distribution N (0, σ 2),

where σ 2 = σ 2
0

256l = 1
256l .

Then the attack success probability is the same as Eq.(20)
for one attack trial on average, and Eq.(21) for t attack trials.

D. Attack Extension to Other Cipher Modes

Magpairing is vulnerable to the present attack because one-
wayness requirement is not met in both Eq.(2) and Eq.(4)
where CBC cipher mode is used. In fact, besides CBC
operation mode, some other cipher modes including Cipher
Feedback (CFB) mode, Output Feedback (OFB) mode, and
Counter (CTR) mode, do not guarantee the one-wayness
property either. Once the one-wayness requirement is not met,
an attacker is able to craftily tamper with IV (or other block)
such that legal parties fail to detect the MitM attack with
Eq.(7). As shown in Fig.7, the attack has similar effect on
different popular cipher modes.

E. Countermeasures

According to Eq.(7), the security of Magpairing scheme
depends on the assertion that an attacker is unable to fake
a message which is correlated to the genuine measurement.
Thus, one simple countermeasure is to increase the threshold
value r0 to raise the bar for launching a successful attack.
However, as shown in the experiments in [39], this counter-
measure will increase the false rejection rate such that the
usability of Magpairing scheme will be affected. Given that

Fig. 7. The attack effect on different cipher modes. The ciphertext has
6 blocks, and each measurement value is of 2 bits.

both Alice and Bob execute the interlock-based pairing pro-
tocol in parallel, there are two alternative countermeasures as
follows.

1) Using Message Integrity Code: In this countermeasure,
Alice and Bob first exchange the message integrity codes
IA = H(dA) and IB = H(dB) before carrying out the
interlock protocol, where H(·) is a one-way function. This
step prevents Eve from changing the following traffic without
being identified. Specifically, assume Eve is able to cheat
Bob by impersonating Alice to defeat the countermeasure,
i.e., knowing neither dA nor dB , Eve is able to send to
Bob a message integrity code ÎA = H(d̂A) for some d̂A

before the interlock protocol starts; and Bob confirms that
the recovered measurement d̃A matches ÎA and is similar
to his measurement dB after the interlock protocol ends.
Mathematically, Bob confirms that

H(d̃A) = ÎA = H(d̂A)

Thus d̂A = d̃A with an overwhelming probability as H(·) is a
one-way function. Furthermore, Bob confirms that

corr(d̂A, dB) = corr(d̃A, dB) = rB > r0 (32)

with an overwhelming probability according to Eq.(3). Clearly,
Eq.(32) is contradict with the above assumption that Eve
knows neither dA nor dB before the execution of interlock
protocol. Thus Eve cannot successfully impersonate Alice.
Similarly, Eve cannot impersonate Bob.

2) Using ECB Encryption Mode: As Electronic Code-
book (ECB) cipher mode does not employ IV in the encryption
process, it can be used to defeat the present attack. Specifically,
Alice generates a block-wise key K j A = H(K A, j) for the
j th pliantext block, creates its ciphertext with ECB encryption
mode. So does Bob. The rest of Magpairing protocol are intact.

As the key for each block is independent, each ciphertext
block is also independent. Eve will need to attack each block
independently. For ciphertext block c j A = c j A1|c j A2, Eve tries
to fake a block c̃ j A = c̃ j A1|c̃ j A2, and mimics Bob to calculate

d̃ j A = D(K j B, c̃ j A1|c̃ j A2) (33)
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As Eve knows neither dA nor dB before interlock protocol
starts, he does not know how to select c̃ j A1, and may select the
original c j A1 or a random one. However, for each manipulated
c̃ j A2, Eve is able to calculate Eq.(33) to obtain d̃ j A, construct
d̃A and calculate rB = corr(dB, d̃A) to check whether the
attack succeeds or not.

A block cipher is believed to generate pseudo-random out-
put, hence its output ciphertext is independent with Bob’s mea-
surement dB for each faked c̃ j A2. Therefore, the correlation
value rB = 0 on average. Particularly, if each measurement
item of dB and dA is uniformly and independently distributed
over some constant set {a0, a1}, rB approximately follows a

normal distribution N (0,
σ 2

0
n ) = N (0, 1

n ) according to central
limit theorem, where n is the number of measurement items.
Since the probability P(rB > r0 = 0.5) is very low for any
n > 144 according to Six Sigma doctrine, the probability that
Eve can bypass this countermeasure is very low too.

IV. EVALUATION OF THE PRESENT MITM ATTACK

In this Section, we first examine the magnetic fields mea-
sured by two neighboring smartphones to verify the suitabil-
ity of the threshold value recommended by the Magpairing
scheme. Then, we present our proof-of-concept which imple-
ments the present attack to the reconciliation step of
Magpairing scheme and evaluate its effectiveness with
simulated measurements and real measurements.

A. Threshold Value Setting

In their original Magparing paper Jin et al. [39] recommend
to use 0.5 as the correlation threshold value. In particular, their
experiment shows that, after a series of pre-processing (includ-
ing data synchronization based on a peak search, spatial align-
ment, mean value removal, and data reshaping), the average
correlation is around 0.6 for 2 seconds of data collection
period, which converges to around 0.7 when the data collection
period is extended to 4 seconds or more. As reported by
them, with 2 seconds of data collection time, the correlation
can drop to as low as less than 0.4 in some experiments.
Even for 5 seconds of data collection period, the correlation
between two phones can still be as low as around 0.6. Hence,
to ensure a decent success rate for the pairing, the threshold
value cannot be set much higher than 0.5, especially if shorter
data collection period is used.

We conduct our own experiments to independently verify
the choice of the threshold value. In our experiments, we use
two handphones of the same model (Galaxy S6 Edge) to sam-
ple the magnetic field. In our experiments, we vary different
parameters, including the sampling rate (we found a sampling
rate of 5 Hz produces the best result in our experiments),
the way the raw data is pre-processed (specifically, we test
the case that the strength of the magnetic field instead of
a directional vector representation of the field is used), and
different orientations/distance between the phones. When one
handphone is right above another, we obtain best results. The
corresponding measurement samples are illustrated in Fig.8.
Due to environment interference and noise, the correlation
value of the two phones’ measurements has an average value

Fig. 8. The amplitude of magnetic fields (mean is set to 0) from two
neighboring handphones.

Fig. 9. The amplitude of magnetic fields (mean is set to 0) from two separated
handphones.

of 0.62 and standard deviation 0.11. Our experiment result
verify that setting a correlation threshold higher than 0.5 can
substantially increase the pairing failure rate.

We also measure the correlation when the two handphones
are 1 meter away from each another. The raw samples in one
experiment are shown in Fig.9. For the 5000 experiments we
conduct for this setting, the average correlation value between
the two phones’ measurements is 0.43 and the standard
deviation is 0.02. Hence, the threshold r0 = 0.5 is proper
in the Magpairing scheme [39] to detect an attacker as close
by as 1 meter.

Based on the recommendation from the original Magpairing
paper and our own independent experiment results, we use the
threshold value of r0 = 0.5 for our following experiments.

B. Proof-of-Concept Implementation

In order to evaluate the effectiveness and performance
overhead of the present attack, a proof-of-concept was imple-
mented in C/C++ language,6 where AES-CBC functions
in Openssl 0.9.8d library (https://www.openssl.org/source/ ) is
used for data protection. In the simulation, Alice is the sender

6The source code and executable of our implementation are accessible from
the website https://www.dropbox.com/s/zcwfap5u3aooj01/mtest.zip?dl=0.
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Fig. 10. The correlation value obtained in 100 trials of our attacks
on Magpairing scheme [39] when the message is only one block
(i.e., n = 128 bits), compared with the result from the naive attack.

and Bob is the receiver. The workflow of the proof-of-concept
for the simulation purpose is as follows.

• Both Alice and Bob are assumed to have two random
initialization vectors, and different random keys which
are the outputs of the MitM attack to Diffie-Hellman key
exchange protocol. Besides, they have the same random
measurements in the simulations (see Subsection IV-C
and Subsection IV-D), or different real measurements in
the experiments (see Subsection IV-E). The attacker Eve
knows their keys, but neither initialization vectors nor
measurements.

• Alice encrypts her measurement with AES cipher, her
128-bit key and initialization vector.

• After obtaining the ciphertext generated by Alice, Eve
fakes the 2nd-half of each ciphertext block, from the last
block to the first one, as those addressed in Table I.

• Bob decrypts the faked blocks to obtain Alice’s measure-
ment, and then calculates the correlation value between
his measurement and the obtained Alice’s measurement.

We conducted a series of simulations with the proof-of-
concept on a Dell Precision 3620 (Intel Core i7-6700 CPU
@3.4GHz, 64-bit Windows 7) PC. As a base line, we also
carried on experiments with a naive attack scheme, where the
adversary has the keys of Alice and Bob (similar to attack
to the Diffie-Hellman key exchange protocol addressed in
Subsection III-A), but does not modify the inter-lock pro-
tocol. The following subsections introduce the experiments
according to different measurement types.

C. Results for Simulated Binary Measurement Setting

We first study the case where the measured value is rep-
resented in binary form. Here, we will also compare the
measurement results from our experiments with our theoretical
analysis from Section III.

1) Single Cipher-Block: Fig.10 shows the correlation values
from 100 trials of our attack and those from 100 trials of naive
attacks, when there is a single ciphertext block. As analyzed
in Magpairing scheme, the naive attack has much smaller
correlation value (dashed line in Fig.10) than the threshold
of 0.5, hence the threshold is reasonable when only the

Fig. 11. The probability density function for the correlation value of our
attack on Magpairing scheme [39].

Fig. 12. The correlation value of the attack on Magpairing scheme [39],
when the number of AES blocks is 6.

naive attack is considered. However, in the present attack,
the correlation values are significantly higher.

Fig.11 plots the probability density function of the correla-
tion values from both of empirical evaluation and theoretical
analysis. Our experiment shows that for a single trial, the aver-
age value of the obtained correlation value is 0.4999 with
a standard deviation of 0.0628, which is consistent with
the normal distribution N (0.5, 1/256) = N (0.5, 0.06252) as
shown in our analysis. This confirms that our present attack has
around 0.5 of probability to succeed with a randomly selected
seed. The attack almost surely succeeds with a few rounds of
local searching, which can be done locally before the attacker
sends the second half message to a victim.

2) Multiple Cipher-Blocks: If there are multiple ciphertext
blocks, and the attacks are launched. As shown in the Fig.12,
the naive attack still can only obtain small correlation values
below the threshold, while the present attack can obtain
the correlation values with average 0.5000, and standard
deviation 0.0257, which are consistent with the distribution
N (0.5, 1

256l ) = N (0.5, 0.02552) obtained in our analysis
where l = 6. In comparison with Fig.10, the correction value
of Fig.12 has smaller fluctuation because the standard deriva-
tion is reduced with the increased number of blocks. As shown
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Fig. 13. The probability density function of the correlation value of the
attack on Magpairing scheme [39], when the number of AES blocks is 6.

Fig. 14. The correlation values obtained by the attack on Magpairing
scheme [39], where the size of each element is 2-bit and there is a single
ciphertext block, as compared to that obtained by the naive attack.

in Fig.13, the theoretical correlation value and empirical cor-
relation value have the similar distribution. Hence, the present
attack is also effective for long message setting.

D. Results for Simulated Real-Value Measurement Setting

If the measurement elements are not bipolar, Eve
performs the attack with the same method elaborated
in Subsection III-A. However, it is not easy to derive the
closed-form of the attack probability because the proba-
bility distribution of V and/or U in Eq.(16) is hard to
describe. Hence, we perform experiments to evaluate the attack
probability.

1) Single Cipher-Block: We first study the setting where
each measurement value is of 2-bit. When our attack is
launched, as shown in Fig.14, correlation value has the average
value 0.4997 and standard derivation 0.0999. In comparison
with Fig.10, the correlation value has smaller fluctuation
because of the extra bits used to represent the measure-
ment value. We also plot the result for the naive attack, which
is consistently below the threshold of 0.5. Fig.15 illustrates the
attack rate against the correlation threshold value. As shown,
the attack success rate decreases when the threshold increases.
However, the attack is still possible when the threshold is
0.7 even with a single trial. Subsection IV-E will show that

Fig. 15. The attack success rate vs the threshold of correlation value with a
single attack trial.

Fig. 16. The correlation values obtained by the attack on Magpairing
scheme [39], where the size of each element is 4 bits and the number of
ciphertext blocks is 6, as compared to that obtained by a naive attack.

the attack probability will increase quickly with the number
of trials.

2) Multiple Cipher-Blocks: Now we consider the case when
the ciphertext has 6 blocks, and each measurement value is
of 4-bit. Fig.16 shows the correlation values obtained by our
attack in 100 independent experiments, which have an average
value 0.4998 and a standard derivation 0.0581. Fig.17 shows
the cumulative distribution function of the correlation values
obtained by our attack. They confirm that our attack is effective
under this setting as well.

E. Results for Real Measurement Setting

In the above experiments, the measurements are generated
from a pseudo-number generator, and are the same for both
Alice and Bob. In this subsection, we adopt the real mag-
netic measurements sampled by two neighboring handphones,
where each item of the measurement is of 8-bit, and the
number of ciphertext blocks is l = 31.

In the first experiment with real measurements, both
Alice and Bob have the real measurements which have a
high correlation value 0.8256. After obtaining the ciphertext
generated from Alice, Eve randomly chooses a half AES
cipher-block as indicated in step 2 of Subsection III-C.1, and
fakes 2nd-half of Alice’s ciphertext as indicated in Table I.
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Fig. 17. The correlation value distribution of simulation on attacking
Magpairing scheme [39].

Fig. 18. The attack success probability function for the number of trials
needed before the first one succeeds for different threshold values.

After receiving the tampered ciphertext, Bob calculates the
correction value which is similar to Fig.16, where the mean
is 0.4970 and standard derivation is 0.0366, and the cumu-
lative distribution function of the correlation value is similar
to Fig.17.

In the second experiment with real measurements, the real
measurements from the handphones have a marginal corre-
lation value 0.5580. With the same process as the previous
experiment, the faked correction value is similar to Fig.16.
where the mean is 0.4971 and standard derivation is 0.0367.
The cumulative distribution function of the correlation value
is similar to Fig.17.

According to these two experiments, we know that the
similarity of the original measurements has minor impact
on the attack success probability. Meanwhile, we know that
the attacker is able to break the Magpairing scheme with a
probability 50% for any single trial. Hence, by trying the attack
for several times, the attacker is able to invalidate the verifi-
cation process in Magpairing scheme with an overwhelming
probability, as shown in Fig.18.

F. Time Needed for Launching the Attack

In order to realize the real-time attack on Magpairing, Eve
should quickly fake the traffic of the 2nd round in interlock

protocol. Since the attack incurs most time for the setting of
real-value measurements with multiple cipher-blocks, we will
present our experimental results for the same setting as
Subsection IV-D.2. On the Dell Precision 3620 PC (Intel Core
i7-6700 CPU @3.4GHz, 64-bit Windows 7), it takes 29.1 μs
on average to produce one attack result shown in Fig.17.
If an attack trial cannot produce a correlation value which
is above the threshold value, the attacker will start a new trial.
Fig.18 plots the cumulative distribution function for the num-
ber of trials needed before the first one succeeds. As shown,
since each trial is independent, the number of trials follows
a geometric distribution with success probability around 0.5.
It can be seen that our attack succeeds with probability greater
than 99% with no more than 8 trials and take less than 250 μs.
The success probability is greater than 99.9% with no more
than 10 trials and take less than 300 μs. In summary, our attack
can be launched in real time, by using common off-the-shelf
computing device.

With regard to Fig.15, if the threshold r0 is increased,
the attack success probability will be decreased for each
trial. However, if the attacker increases the number of attack
trials, the attack success rate can be high. For instance, if the
threshold is 0.6, according to Fig.18, if Eve tries the attack
simulation 100 times, he has a success rate is 98% after
spending about 100 × 29.1μs = 2910μs calculation time.

V. CONCLUSION

Secure device pairing is an important building block for
device-to-device communication if the devices do not share a
secret in advance. Recent schemes like Magpairing and ShaVe
leverage the similarity of physical measurements (over some
trusted auxiliary channel) made by devices in close proximity,
and they use an interlock-based approach to enable the secure
pairing process.

This paper discloses a security flaw in their measurement
exchange and authentication process, and presents an effective
attack that exploits this security flaw. According to the exper-
iments with the developed proof-of-concept, the experimental
results are in concert with the theoretical analysis, and the
attack succeeds with an over-whelming probability for both
simulated measurements and real measurements. In addi-
tion, the paper discuss several countermeasures to defeat the
presented attack.
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